Kak He npeBpaTuTtb iPhone B «kupnuy»

MOLLEeHHUKU UCMOJIb3YIOT Pa3/iIudHbIe YIOBKMU,
4YTO6bI 32610KMpPOBaTH Ballle"yCTPOMCTBO,
BblHY)>XAaA BOUTU B UX Y4ETHYIO 3anucb Apple (iCloud)

OCHOBHbIe cXeMbl ObMaHa

X

«Momouwub ¢ pannamMm»

Ccbinasacb Ha «HeMcnpaBHoOe YCTPOUCETBO», MPOCSAT NOMOLLM
B pocTtyne K dpannam (poTorpadpuam, QOKyMEeHTaM U T.4.) U3
obnauyHoro xpaHunuuia iCloud nytem asTopusauuu B
MOLLUEHHUYECKON Y4ETHOM 3anucu

«becnnaTtHble Urpbl U NMPUIOXKEHURA»

PexknaMMpyioT gocTtyn K urpam («PUBG Mabile»,
«Standoff 2») u npunoxeHnamM («AioGram») B TikTok
wnu Telegram, npeanaras YCTaHOBUTb UX Yepes
npepocTaBneHHbIN aKKayHT Apple

«PaboTta/nogpaboTkKa»

O6eLwaloT BaKaHCUIO (YAcTo CBA3aHHYIO C
TEeCTUpPOBaHWEM MPUNOXKEHUIA), HO TpebyloT
BXOAa B "KOpPNopaTUBHLINA" akKayHT Apple

KaK 3alumMTuUTb cebsa

Vi He coobLuanTe HUKOMY CBOM YYETHbIE AaHHbIe
(noruH nnaponb) ot akkayHTa Apple (iCloud)

He BXOAUTE Ha CBOEM MOGUNIBHOM YCTPOMUCTBE
v B akkayHT Apple (iCloud), npeaocTaBneHHbIN
He3HaKoMuamMu us UHTepHeTa

He nepexoauTe Nno HeM3BeCTHbIM CChIJTIKaM U
\/ He BBoAUTE AaHHbIe Apple ID Ha NOCTOPOHHUX

BA)'KHO! cauTax

Ecnu Baw aKKayHT 3a6110KMPOBaH MOLLEHHUKOM, CEPBUCHbIE LIEHTPbI HE MOMOTYT.
Pa36710KMpOBKa BO3MOXHA TONbKO Yepe3 oduLManbHyto Texnoaaepxky Apple
NPV HaNMuMUK BOKYMEHTOB, NOATBEPKAAIOLMX NOKYMKY YCTPOMCTBA.

BOJIbLUE NHOOPMALIMU

CYBER_FORTRESS_BREST

FnaBHoOe ynpaBneHue
no NPOTUBOAEMNCTBUIO
Kn6epnpecTynHocTu

B Telegram-kaHane
KUBEPKPEMOCTb

KM MBI Pecny6nnku Benapycb



TENE®POHHOE MOLUEHHUYECTBO:
/ —_ _' 5 ) \ MonyuynTb KPeAWUT, utobsl oTMEHNTL AKOGSI

4 I odopMNeHHbIN HeU3BECTHEIMU Ha Balle NMA ApYron

: x | KpemwuT 1 nepeBecTi AeHbr Ha cneunanbHbii cHeT
e
i

MOLUEHHUKW | ‘ YcTaHOBWUTb NPOrpaMMHoe
|
oﬁecneueﬂue, AKOBbI ANA NpeaoTBpaLleHNs
yBE)KD‘AIOT' MOLLEHHMYECKOI aTaku Ha Balll cHeT
NnpeacTaBnasch
CcOTpYyOHUKaMu
NpaBooXpaHuTeNbHbIX
ogra,mpganmscmx MepeBecTn HakonneHns
‘ | opraHu;aaLmﬁ B Ha AKobbl 6e3onacHbIN cYeT, YTobbl
‘ pyKOBOAMTENEM He n3banu npu obbicke

Ballein opraHu3aunn.

Hepep,a'rb NMAYHbIEe aHHble

M KOO U3 CMC, Takne ceefieHus
npenocTaBnaioT MOWeHHUKaM J0CTyn
K CYETY Unun cepBucy

OCTOPO)XXHO!
MOLUEHHUYECTBO!

B COUMNAIBHDBIX CETSX U HA TOPFOBbIX MN/TOLWALKAX: ..

= &

Mepesectn npegonnary 3a

HECYU.I,ECTBVIOLLII/IF‘I TOBap s nxemarasnHe
WN N0 NBMEHEHHDbIM PEeKBN3NUTaM ELTE]
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"
MOLUEHHWUKA
YBEXOAIOT,

npencTaBnasch
npogasuamMu, Apy3bsMU,
napTHepamMu no ﬁmaHecy,

MepenT No nogpenbHON CCbifike
6aHKOBCKOW CUCTEMbI 1 BBECTWU NN4YHbIE AaHHble
(noruH 1 napone, HoOMep W TPEX3HauYHbIW Kof C
060pOTHOI CTOPOHbI HAHKOBCKOW KapThbl, KOf U3
CMC, xopoBoe cnogo)

MepeyncnuTb AEHbrn Ha KapTy

WNW ONNATUTD POACTBEHHMKY, | 7 KOO
LPYTY, No6swemy Yenoseky IS € CTVILNOHHEgITPO eKTOR

-

Ha nogaenbHoin 6upxe BNOXUTb

AeHbrn B NPOEKT, akobbl Ana
nonyyeHWa nacCcUBHOro goxona

Bonbwe nidopmaumm
Ha caunte

[MaBHOe ynpasneHue
https://mvd.gov.by

Nno NPOTHBOZENCTBUIO KNbGepnpecTynHoCTH
KM MB[L Pecnyonukm Benapyck
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® COTPYIHMKAMU TOC. OPTaHOB U GAHKOB

® [IPO/IABLIAMMY, MHBECTOPAMH, 6p0KepaMH

o PaGOTHUKAMHU CIYKG CBIM
(Beﬂnhoa Benrenexom, Al, MTC) »

8 pa6OTHHKaMH KOMMYHaJIbHBIX CITYKO
(3H€pI‘OHa,£[30‘pa BOTIOKaHAA, rasoBOM CIIYKOBL)

e FIOTO3PEHUEM B IIPeCTYIUIeHUU U '
JipoBelleHMeM OObICKa o  ° R -

@

e CJIOXKHOW CUTYyallreli C PoACTBEeHHUKOM
& )
e OKOHUAHMeM JelCTBUS IIprbopa ydyeTa UIN YCIIyIru

Y BENRAAIOIT U 3ACTABAA IOIT:

10/ ITPeIJIOTOM JeKIapupoOBaHMs .
IepeBecTH fleHbI'M Ha “0e36ITacHbIN cuer -

BIECTU ITpefoIlIaTy 3a TOBap WK
B3HOC B MHBECTUILIMOHHBIN ITPOCKT

@
e IlepelaTh JIMUHBIC JaHHbIC U KOIBI U3
COOOIIeHM S, YCTAHOBUTD ITPUJIOKCHIE

Helaanreice6s oﬁwlaHyTb'

& [1aBHOe yripamieHMe 110 IPOTUBOJCHCTBUIO KuﬁepnpeCTyHHOCTH
a8 KM MBJI Pecriybnuku Berapychk o




TEJIEQ@OHHDIE
MOLUEHHUKHWA

npeacTaBnAaAlOTCHA pGGOTHM KaMu:

KOMMYHarbHbIX CNyk6
(3HeproHap3sopa, BogoKaHarna, ra3oBoi CrnyXobl),

OpraHu3auumn cBA3U (Bentenekom, Bennoura, MTC, A1),
NpPaBOOXPaHUTESbHbLIX OPraHoB U 6aHKOB
npoaasLuaMu, MHBECTOpamMu, 6pokepamum
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ANMYrMBAIKOT UJIN 3ABJIEKAIOT:

\/ NMOAO3PEHMEM B NPECTYMJIEHUN, OKOHYAHMWEM OENCTBUA
NMPOBEOEHWUEM OBbLICKA NMPUBOPA YYETA

CIOXHOW CUTYALIMEN ‘/ OKOHYAHUEM OEUCTBUSA

C POACTBEHHUKOM LOrOBOPA UNW YCINYIU CBA3U

BbICTPbIM 3APABOTKOM U \/ OEUCTBUEM AKLIUNA, CKUOOK,
MONYYEHUEM NPUBLISIN NPOBEOEHWEM PO3bIIPbILLEN

YBEXOAIOT:
O®OPMUTL «BCTPEYHbIM» @ MEPEBECTU AEHBMM HA
KPEOMT «BE30MACHbI» CYET

COOBLWUTL JNIMYHLIE OAHHBLIE CKAYATbL U YCTAHOBUTb
M KOO 13 YBEOOMIJIEHUA AU MNMPUINTOXEHUA (*.APK)

BHECTW NPEOOMNATY 3A BHECTU CYMMY HA CHET ANnA
TOBAP UNU YCNYT HAYAJIA UHBECTUPOBAHUA

AJOCTOBEPHOCTHM
3BOHKA

no APyrum
KAHAJNAM CBA3U

D YBEOAMUTECDH B

h MmasHoe ynpaenexune
1=, MO NPOTUBOAEWNCTBUIO
- kmbBepnpecTynHocTU

MB[ Pecny6nukun Benapycb




~ 3aKOHHbIe caAenKu
(. C KpunToBanioTOMU

&
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Y6epguTech, uTo Bawum caesikm cCooTBeTCTBYIOT
N/ AenCTByIOLLEeMy 3aKOHOAATeNbCTBY

=—r— Pecnybnuku Benapycb

MopsanokK ocyliecTBEeHUS cOenokK

C KPUNTOBAJIIOTOM onpeaeneH

OekpeToM Mpe3unaeHTa Pecnybnmnku Benapycob
oT 21 nekabp4a 2017 r. N8

«O pasBUTUU LUPPOBOIN SKOHOMUKU» U
YkKa3oM MNMpe3ungeHTa Pecny6nuku benapychb
oT 17 ceHTA6pa 2024 r. N2 367

«O6 obpaweHnn uMPpoBbIX 3HAKOB (TOKEHOB)»

B Pecny6nuke Benapycb $pmnsnuyecKkmum nuuam:

@ PA3PELLUEHO

,D,O@bl'-la KPUMTOBAaNOTbI B pe3yJ/ibTaTe

MaWHWHIa
(kak Ha TeppuTopumM Pecnybnukmn Benapych,

TaK U Ha TeppPUTOPMU MHOCTPaHHOrO rocyaapcTea)

Mpopaka (NoKynKa) KpUnToBanioThbl
3a AeHe)XXHble cpeacTBa Ha
6enopyccKux Kpunrtonnatpopmax,
aBngoLMXCca pe3naeHTamm MNapka
BbICOKUX TEXHOMOI UM

O6mMeH KpUntToBankoTbl
Ha UHbI€ TOKEHbl
(Ha 6enopyccKux U MHOCTPaHHbIX KpunTonnatdopmax)

NMony4yeHue KpunToBanioThbl B Aap °
nnn HacnencTeo

BOJIbLUE UHOOPMALIMU

B Telegram-kaHane
KUBEPKPEMOCTb
CYBER_FORTRESS_BREST

KWBEPKPEMOCTb

X 3ANPELWWEHO

Mpoaa)a (NoKynKa) KpUNToBanioTbl
3a AeHeXHble cpeacTsa Ha
MHOCTpPaHHbIX KpunTtonnaTtdopmax

Mpoaa)ka (NokynKa) KPUNTOBaNIOTbI
3a IeHEeXXHble cpeacTBa HanpsMyio
Mexay PUsnyecKUuMU nmuamm

FnaBHoOe ynpaBnieHue
no NPoOTUBOAESMUCTBUIO
Kn6epnpectynHocTu

KM MB/[ Pecny6nukun Benapycb



